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METHODOLOGY FOR CBRN SECURITY CAPACITY ASSESSMENT 
 

 Efforts to prevent and counter the misuse of 

CBRN agents, materials, or related 

information reinforce the international regimes 

that outlaw chemical and biological weapons 

and prohibit the spread of nuclear weapons 

(collectively known as weapons of mass 

destruction, WMD). These efforts cut across 

multiple domains of activity spanning the 

entire cycle of use of chemical, biological, 

radioactive, or nuclear materials and related 

information which includes development, 

production, safe handling, storage, transport, 

transfer, and disposal. 

Countering the Misuse of CBRN Materials 

and Knowledge: Methodology for National 

Capacity Assessment is a practical tool that 

provides an integrated framework for mapping 

the different dimensions – regulatory/policy, 

institutional, operational, and technical – of the 

process of ensuring effective prevention, 

detection, preparedness, and response to 

deliberate CBRN events. The Methodology 

uses the concept of CBRN security as a general 

organising principle. Realising the goals of 

CBRN security is key to countering CBRN threats posed by state and non-state actors. CBRN 

threats posed by state actors include: 

 WMD/CBRN threats during an armed conflict. 

 WMD/CBRN hybrid threats. 

 State-sponsored WMD/CBRN terrorism. 

  

CBRN threats posed by non-state actors include:  

 WMD/CBRN terrorism. 

 Cyber-enabled CBRN incidents. 

 Hoax CBRN incidents. 

 

https://masc-cbrn.eu/publications/countering-the-misuse-of-cbrn-materials-and-related-information-methodology-for-national-level-capacity-assessment/
https://masc-cbrn.eu/publications/countering-the-misuse-of-cbrn-materials-and-related-information-methodology-for-national-level-capacity-assessment/
https://masc-cbrn.eu/publications/countering-the-misuse-of-cbrn-materials-and-related-information-methodology-for-national-level-capacity-assessment/
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CBRN security – goals and areas of action  

 

Capacity is the power of a system, an organisation, a person, etc. to perform or to produce; it is 

not a passive state but part of a continuing process. Human resources and the overall context 

within which organisations undertake their functions are central to capacity development and 

maintenance. CBRN security capacity is the ability to perform functions of relevance to CBRN 

security – that is to prevent and counter the misuse of CBRN materials and information – 

effectively, efficiently, and sustainably. CBRN security capacity encompasses: 

1) An enabling system that underpins various aspects of CBRN security through the 

provision of policies, regulatory arrangements, infrastructural setting, and processes 

underpinning inter-agency and stakeholder interactions.  

2) Entities and organisations such as competent authorities, specialised agencies, and non-

governmental stakeholders but also institutional departments, units, committees, 

designated officers etc.  

3) Individuals with competencies and skills to perform CBRN security risk management 

tasks and functions in accordance with their roles and responsibilities. 

 

The development of the Methodology for CBRN security capacity assessment rests on the 

following assumptions: 

 CBRN security falls within the remit of multiple international regimes.  

 CBRN security cuts across different sectors within government and civil society.  

 CBRN security capacity entails a shared commitment among stakeholders to the goals 

of CBRN security risk management.    

https://digitallibrary.un.org/record/1488762?ln=en
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CBRN security capacity is approached in terms of dimensions: 

 Policy / regulatory dimension comprising national instruments that are consistent with 

the goals of CBRN security; 

 

 Institutional dimension comprising entities and organisations that perform roles and 

functions of relevance to CBRN security; 

 

 Operational dimension comprising the performance of processes and interactions of 

relevance to CBRN security; 

 

 Technical dimension comprising infrastructure and resources (human, financial, 

information) for implementing CBRN security activities. 

The Methodology offers suggested modalities (indicators) that can be used to assess the quality 

of each capacity dimension.  

 

CBRN security capacity: dimensions 

 

The Methodology and Training Guide (presented below) were piloted during a series of 

interdisciplinary expert workshops for first-responders in Bulgaria, Greece, Germany, and 

Spain. These workshops provided an opportunity to test key concepts covered in the practical 

tools and collect feedback from end-users.  
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CBRN THREATS: TRAINING GUIDE FOR FIRST RESPONDERS 
 

The publication CBRN Threats: Training 

Guide for First Responders aims to facilitate 

consideration of possible approaches, 

measures, and tools that could be leveraged to 

promote security innovation and build 

resilience in the face of emerging chemical, 

biological, radiological, and nuclear (CBRN) 

threats. The Training Guide supplements the 

Methodology for National Capacity 

Assessment by providing expert-level 

scenario-based framework exercises focused 

on the process of countering deliberate CBRN 

events.  

The topics covered in the Training Guide are 

intended to meet the needs of first responders 

including individuals and teams that are 

involved in activities which address the 

immediate and short-term effects of a CBRN 

incident (e.g. police, fire and medical 

emergency services, but also key staff at 

hospitals, crisis management units and 

institutions, and entities responsible for CBRN 

security threat assessment and early warning 

both at the operational and policy level).  

The Training Guide seeks to support the practical application of concepts, procedures, and 

principles for enhancing multi-agency interoperability during the different stages of a response 

to a deliberate CBRN incident. It is thematically organised with each exercise comprising a (1) 

scenario, (2) set of indicative set of topics for consideration/discussion, and a factsheet 

exploring key security challenges and response frameworks. The scenarios are fictitious but 

their development is informed by real-life documented cases involving the misuse of CBRN 

materials and related information. They are indicative and can be adapted to meet the specific 

training and awareness-raising needs of different target audiences.  

Due to the sensitivity of the information the Training Guide was developed for exclusive 

distribution and use by relevant professionals and entities. 

 

 

https://masc-cbrn.eu/publications/cbrn-threats-training-guide-for-first-responders/
https://masc-cbrn.eu/publications/cbrn-threats-training-guide-for-first-responders/
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_08/20160802_140801-cep-first-responders-CBR.pdf
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Training Guide for First Responders: Framework Exercises 

 

 

Exercise 1 

Scenario: Radiological attack involving the use of a 

‘dirty bomb’.  

Thematic factsheet: CBRN security and the ‘insider 

threat’. 

 

Exercise 2 

Scenario: Biological attack using illicit online 

marketplaces to acquire toxic substances.   

Thematic factsheet: CBRN security and cyber-

enabled crimes. 

 

Exercise 3 

Scenario: Chemical attack during the transport of 

hazardous materials.   

Thematic factsheet: CBRN-e security of critical 

infrastructure. 

 

 

Exercise 4  

Scenario: Chemical attack in an indoor public space.  

Thematic factsheet: CBRN security and emerging 

technologies. 

 

 

Exercise 5 

Scenario: Biological hoax attack. 

Thematic factsheet: CBRN security – hoax incidents.   

 

Image source: Canva. 

 

 

 

 

 


