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RECENT PUBLICATIONS 
 

The report International and EU Regulation 

of Countering the Hostile Misuse of CBRN 

Materials and Knowledge surveys the 

international and EU regulatory context of the 

process of countering the deliberate misuse of 

chemical, biological, radiological, and 

nuclear (CBRN) materials and knowledge. 

The report examines the mutually-reinforcing 

nature of three sets of international 

instruments and arrangements for preventing 

and countering the hostile misuse of CBRN 

materials and related information:  

 Disarmament and non-proliferation of 

weapons of mass destruction (WMD). 

 Counter-terrorism. 

 Export and import controls. 

The report further examines the complementary role of C-B-R&N safety and security 

policies, regulations, measures, and arrangements for ensuring that CBRN materials and 

related information are used only for peaceful purposes.  

The report makes three interconnected points: 

 Upholding the international norms against WMD enshrined in the existing international 

regulations and arrangements in the area of WMD disarmament and non-proliferation, 

relevant export and import controls, and counter-terrorism is an essential requirement 

for preventing the hostile misuse of CBRN materials and knowledge. 

 

 Countering the hostile misuse of CBRN materials and knowledge requires the full and 

effective implementation of both international and EU safety and security regulations 

and arrangements at a national level.  

 

 The full and effective implementation of the international and EU CBRN safety and 

security regulations and arrangements at a national level requires a combination of top-

down (government-led) and bottom-up (civil society-led) approaches and measures. 

 

The survey has informed the development of a policy paper that was published as part of the 

EU Non-Proliferation and Disarmament Consortium Paper Series in June 2021.  

https://masc-cbrn.eu/publications/international-and-eu-regulation-of-countering-the-hostile-misuse-of-cbrn-materials-and-knowledge/
https://masc-cbrn.eu/publications/international-and-eu-regulation-of-countering-the-hostile-misuse-of-cbrn-materials-and-knowledge/
https://masc-cbrn.eu/publications/international-and-eu-regulation-of-countering-the-hostile-misuse-of-cbrn-materials-and-knowledge/
https://www.nonproliferation.eu/wp-content/uploads/2021/06/eunpdc_no_75.pdf
https://www.nonproliferation.eu/activities/online-publishing/non-proliferation-papers/
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ONLINE RESOURCES 
 

The MASC-CBRN Resources feature an Online Database, a Catalogue on Best Practices, and 

Compendium of Data Sharing Tools. All three resources have been developed as ‘living tools’ 

that will be regularly updated.  

 

 

 

 

 

 

 

 

 

 

 

https://masc-cbrn.eu/resources/
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MASC-CBRN ONLINE DATABASE 

The development of the MASC-CBRN Online Database has been informed by the key findings 

of the report Integrated Directory of the CBRN Risk Spectrum that was presented in MASC-

CBRN Briefing Paper #1.  

The Directory presents a typology of CBRN security risks which includes: 

 Physical security breaches – cases related to the theft, loss, misplacement, 

misappropriation, and/or unauthorised possession, storage, or acquisition of CBRN 

knowledge and materials. 

 

 Illicit trafficking in CBRN materials and information – cases related to the (cross-

border) transport, transfer, shipment etc. of CBRN materials and information for hostile 

purposes. 

 

 WMD / CBRN terrorism – cases related to the illicit use of WMD / CBRN materials 

and information by non-State actors for the purpose of carrying out large-scale 

politically motivated attacks. 

 

 CBRN sabotage – cases related to the illicit use of CBRN materials and information 

other than terrorist acts, including State-sponsored targeted assassination attempts.  

 

 Cybercrime and disinformation – cases related to the illicit use of the Internet for 

obtaining CBRN knowledge and materials, plotting and conducting cyber-attacks on 

critical CBRN-related critical infrastructure, spreading fake news, and mounting hoax 

attacks. 

The Directory further looks into the dynamics that impact on the global research and innovation 

enterprise.  

Intrinsic dynamics characterise the ways in which research and innovation have evolved 

in the recent years. They include (1) scientific and technological convergence; (2) de-skilling 

and mechanisation / automation of R&D processes; (3) wide availability of scientific and 

technological information; and (4) globalisation of research and innovation processes.  

Extrinsic dynamics characterise the ways in which socio-political and economic factors 

shape global research and innovation. They include linking scientific and technological 

progress with (1) sustainable socio-economic development; (2) civil protection and emergency 

preparedness; and (3) security and defence. 

The development of the Online Database builds upon the main points that the report 

International and EU Regulation of Countering the Hostile Misuse of CBRN Materials and 

Knowledge advances.  

http://masc-cbrn.eu/online-database/
https://masc-cbrn.eu/publications/integrated-directory/
https://masc-cbrn.eu/publications/briefing-paper-no-1/
https://masc-cbrn.eu/publications/briefing-paper-no-1/
https://masc-cbrn.eu/publications/international-and-eu-regulation-of-countering-the-hostile-misuse-of-cbrn-materials-and-knowledge/
https://masc-cbrn.eu/publications/international-and-eu-regulation-of-countering-the-hostile-misuse-of-cbrn-materials-and-knowledge/
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Figure 1: MASC-CBRN Online Database – main elements 

 

 

The MASC-CBRN Online Database features three thematic components: 

 CBRN / WMD defence and civil protection. 

 CBRN / WMD counter-terrorism. 

 Oversight of activities involving CBRN materials and information, including 

science. 

These components refer to specific complexes of policy, regulatory, institutional, operational, 

and self-governance arrangements that are being implemented at a national level for preventing 

and countering the hostile misuse of CBRN materials and knowledge.  

Figure 1 (above) shows the relationships between the three complexes and highlights the 

complementarity of top-down and bottom-up approaches. Top-down approaches generally 

encompass government-led initiatives, whereas bottom-up approaches refer to civil society-led 

initiatives. The intensity of these approaches will inevitably vary from one complex to another. 
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Hybrid threats encompass State-sponsored subversive activities that involve the hostile misuse 

of CBRN materials or related information. Hybrid threats are covered by the category CBRN 

sabotage in the typology of CBRN security risks presented in the Integrated Directory.  

Each thematic component is approached in terms of relevant national framework documents; 

key competent authorities and key organisations; and implementation activities that seek to 

operationalise existing national policies and regulations. 

National framework documents cover legally and not legally binding government-led 

initiatives, including policies, regulations, strategies, guidelines, and recommendations. 

Competent authorities and key organisations refer to government entities and civil society 

stakeholders that are involved in preventing and countering CBRN security risks. 

Implementation activities encompass projects and initiatives, including public-private 

partnerships that seek to enhance the operational capacity of government entities to prevent and 

counter CBRN security threats and ensure compliance with existing national policies and 

regulations, as well as self-governance efforts undertaken by civil society stakeholders. 

 

 

 

 

CATALOGUE ON BEST PRACTICES 

The MASC-CBRN Catalogue on Best Practices is a thematically organised online tool that 

seeks to facilitate awareness-raising of existing strategies and approaches for multi stakeholder 

engagement in the area of CBRN safety and security risk management. 

The Catalogue comprises four thematic categories: 

 Management of Deliberate Biological Risks. 

 Management of Deliberate Chemical Risks. 

 Management of Deliberate Nuclear/Radiological Risks. 

 Management of Deliberate CBRN Risks. 

These categories are used to denote complementary and mutually-reinforcing initiatives and 

activities that seek to ensure that CBRN materials and knowledge are not misused for hostile 

purposes.  

Figure 2 underscores the importance of sustained interaction among these initiatives and 

activities and their implementing agents – whether these are public or private stakeholders. 

 

 

 

 

https://masc-cbrn.eu/catalogue-on-best-pracices/
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Figure 2: Integrated CBRN Risk Management 

 

 

 

 

The category Management of Deliberate Biological Risks covers the following sub-themes: 

 

 International Framework for Response to Deliberate Biological Events – this sub-

category provides information about the ongoing efforts to strengthen and promote the 

development of integrated strategic approaches and mechanisms for ensuring effective 

collaboration among stakeholders in the event of a deliberate biological attack.  

 

 Strengthening the Health – Security Interface for Countering Biological Threats – 

this sub-category addresses the efforts to bring the sectors of health – public health, 

animal health, and plant health – and security – counter-terrorism, defence, intelligence 

– closer together, in order to enhance stakeholders’ capacities for the detection and 

investigation of biological threats.  

 

 Multi-Sectorial Approaches to Promoting Biosafety and Biosecurity – this sub-

category addresses the efforts to strengthen stakeholders’ cooperation in the area of 

biosafety, biosecurity, and responsible conduct of life science research.  
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 Network-of-Networks for Strengthening Disease Surveillance and Control – this 

sub-category addresses stakeholders’ efforts to enhance epidemiological preparedness 

for the monitoring of disease threats to public, animal, and plant health. 

 

 Public-Private Partnerships for Health Security – this sub-category addresses the 

efforts to develop and implement effective practices and initiatives for facilitating 

collaboration among government and civil society stakeholders for promoting health 

security.  

 

 

The category Management of Deliberate Chemical Risks covers the following sub-themes: 

 International Framework for Responding to Chemical Attacks – this sub-category 

addresses stakeholders’ efforts to enhance international coordination and cooperation in 

the event of a deliberate chemical attack. 

 

 Cross-Sectorial Cooperation for Detecting Chemical Security Threats – this sub-

category addresses stakeholders’ efforts to strengthen multi-agency cooperation for the 

identification and detection of chemical threats. 

 

 Integrated Approach to Chemical Safety and Security – this sub-category addresses 

the efforts to promote stakeholders’ cooperation in the area of chemical safety and 

security. 

 

 Industry Engagement with Chemical Safety and Security – this sub-category 

addresses the efforts to engage industry stakeholders, in order to strengthen the 

prevention of the misuse of chemistry.  

 

 Multi-Agency Cooperation for the Sound Management of Chemicals – this sub-

category addresses stakeholders’ efforts to ensure that chemicals are used only for 

peaceful purposes. 
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The category Management of Deliberate Radiological / Nuclear Risks covers the following 

sub-themes: 

 International Cooperation in Case of a Radiation Emergency – this sub-category 

addresses stakeholders’ efforts to strengthen multi-agency cooperation in case of a 

radiation emergency regardless of its origins. 

 

 Building Partnerships against Nuclear/Radiological Terrorism – this sub-category 

addresses stakeholders’ efforts to prevent non-State actors from acquiring nuclear or 

radioactive material. 

 

 Network of Networks for Nuclear Safety and Security – this sub-category addresses 

stakeholders’ efforts to strengthen nuclear safety and security. 

 

 Nuclear Industry Engagement with Nuclear Safety and Security – this sub-category 

addresses the efforts to engage industry stakeholders with preventing the misuse of 

nuclear and radioactive materials and related information.  

 

 

The category Management of Deliberate CBRN Risks covers the following sub-themes: 

 International Frameworks for CBRN Safety and Security Cooperation – this sub-

category addresses stakeholders’ efforts to harmonise the international CBRN safety 

and security governance. 

 

 Integrated CBRN Safety and Security Capacity Building – this sub-category 

addresses stakeholders’ efforts to develop integrated approaches and tools for training 

and knowledge sharing in CBRN safety and security. 

 

 Practitioners’ Networks for CBRN Safety and Security – this sub-category addresses 

the efforts to foster professional networks that can be leveraged for strengthening CBRN 

safety and security.  

 

 National Frameworks for Multi-Agency Cooperation in CBRN Safety and Security 

– this sub-category covers model transferrable national practices for enhancing multi-

agency cooperation in CBRN safety and security. 
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COMPENDIUM OF DATA SHARING TOOLS 

The MASC-CBRN Compendium of Data Sharing Tools focuses on the role of information and 

communication technologies (ICTs) in facilitating knowledge and experience sharing in the 

area of CBRN security risk management. The utility of ICTs has been particularly demonstrated 

in the light of the ongoing COVID-19 pandemic, whereby many networking, training and 

learning, and knowledge transfer activities have to take place in a virtual mode via online 

platforms. 

The MASC-CBRN Compendium of Data Sharing Tools takes stock of relevant developments 

in the field of CBRN security risk management and outlines a taxonomy of existing tools for 

data sharing used in preventing and countering the deliberate misuse of CBRN materials and 

information. The Compendium is thematically organised and features three thematic categories: 

 Networking – this category features tools for promoting communication and 

interaction. Such tools include online information portals and informal/semi-formal 

online communities. 

 

 Experience Exchange – this category features tools for disseminating information 

about ongoing and completed CBRN risk mitigation initiatives. Such tools include 

databases and knowledge repositories. 

 

 Training, Awareness-Raising, and Outreach – this category features tools for 

enhancing knowledge of WMD disarmament and the broader context of CBRN security. 

Such tools include e-learning modules and teaching and training resources that can be 

used for the development of relevant programmes and courses. 

 

 

https://masc-cbrn.eu/compendium-of-data-sharing-tools/

