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Internal Security Fund Police (ISFP)  
The ISF-Police instrument constitutes a key element of the European Commission’s policy on enhanc-

ing EU protection against the terrorist threat, including through facilitating network-building, encour-

aging cross-border and public-private cooperation, and strengthening capacity building. The priority to 

ensure protection against chemical, biological, radiological and nuclear (CBRN) threats is considered 

alongside with the need for enhancing the protection of public spaces and the resilience of critical in-

frastructure, as well as reducing the access to explosives. Specific attention is given to emerging 

threats related to the rapid progress of technology: “The illegal use of advanced technologies is a con-

siderable challenge for the EU and its Member States. As terrorists adapt and change their techniques 

and modi operandi, it is necessary that law enforcement agencies are equally innovative. As needs 

arise, the European Commission will adapt its support to the Member States in keeping up with tech-

nological advances and confronting their use for malicious purposes.”1  

 

The call ISFP-2018-AG-CT-PROTECT is intended to support research and development concerning 

CBRN threats. Its objective is to support projects aiming at improving the protection of public spaces 

and other soft targets in line with the EU Action Plan to improve the protection of public spaces; im-

proving protection against CBRN attacks in line with the Action Plan to enhance preparedness against 

chemical, biological, radiological and nuclear security risks; enhancing the capacity of Member States' 

authorities and other stakeholders to implement the Regulation 98/2013, including addressing CBRN-E 

as well as emerging threats to critical infrastructure and public spaces.   

 

Activities that were funded under 2018 scope of “Topic 4: call for proposals on the protection of pub-

lic spaces, Chemical, Biological, Radiological and Nuclear (CBRN), Critical Infrastructure Protection 

(CIP), explosives and explosives precursors” have as objective:  to support projects aiming at improv-

ing the protection of public spaces and other soft targets in line with the EU Action Plan to improve the 

protection of public spaces;  improving protection against CBRN attacks in line with the Action Plan to 

enhance preparedness against chemical, biological, radiological and nuclear security risks; enhancing 

the capacity of Member States' authorities and other stakeholders to implement the Regulation 

98/2013, including the Commission Recommendation on the implementation of Regulation 98/2013 

and addressing CBRN-E as well as emerging threats to critical infrastructure and public spaces. Ex-

pected results are to improve protection of citizens and infrastructures (both critical and public spaces) 

against terrorist threats, including from CBRN-E and emerging threats.  

 

Further information about the Topic can be found in  https://ec.europa.eu/research/participants/data/

ref/other_eu_prog/other/home/call-fiche/isfp-call-fiche-2018-ag-ct-protect_en.pdf   

1.  See https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/protection_en.   

MASC-CBRN Initiative: Context and Description  

https://ec.europa.eu/research/participants/data/ref/other_eu_prog/other/home/call-fiche/isfp-call-fiche-2018-ag-ct-protect_en.pdf
https://ec.europa.eu/research/participants/data/ref/other_eu_prog/other/home/call-fiche/isfp-call-fiche-2018-ag-ct-protect_en.pdf
https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/protection_en
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Initiative Description 
MASC-CBRN: Methodology for Assessing States’ Capacity for Countering the Hostile Misuse of CBRN 

Knowledge and Materials is an European Commission-funded initiative that aims to inform the devel-

opment of an integrated approach toward CBRN risk management for strengthening the prevention of 

deliberate CBRN events by elucidating the regulatory, structural (organisational), and normative ele-

ments required for the effective countering of the hostile misuse of CBRN knowledge and materials at 

a national level.  The proposed methodology for assessing states’ capacity for countering risks related 

to the hostile misuse of CBRN knowledge and materials is intended to serve as a guiding framework to 

first responders and policy officials directly involved in the governance of CBRN issues for conducting 

gap and needs analysis and carrying out policy monitoring.   

The MASC-CBRN initiative covers several cross-cutting priority areas of relevance to national security, 

including defence and counter-proliferation of WMD, counter- terrorism, combatting organised crime, 

health security, and civil protection.  To this end, the project seeks to uncover and analyse the key fac-

tors, drivers, and trends that have an impact on enabling such hostile misuse; to review and systemati-

cally categorise the existing different pertinent regulatory and policy arrangements at an international, 

EU, and national level; and develop practical tools for facilitating national capacity building for first re-

sponders.   

MASC-CBRN is underpinned by three interconnected objectives:  

To form a multi-stakeholder community of practice for outreach, experience exchange, and peer learn-

ing by promoting the use of ICT mechanisms for data sharing and the exchange of best practices and 

lessons learned regarding the management of the risks of deliberate misuse of CBRN knowledge and 

materials.  

To enhance understanding of the existing and emerging risks related to the hostile misuse of CBRN 

knowledge and materials and identify gaps, promising practices, and intervention points for strength-

ening the governance of CBRN risks; 

To develop practical tools for the implementation of strategies and measures for building sustainable 

capacity of policy officials and first responders against the hostile misuse of CBRN knowledge and ma-

terials;   

The framework of the MASC-CBRN project is in line with the priorities of the EU and the four Countries 

(Bulgaria, Germany, Greece, Spain) regarding CBRN threats and risks.  Priorities include matters such as 

crime and terrorism within the context of international efforts to counter illicit trafficking and smug-

gling of CBRN knowledge and materials, export control, border monitoring, biosafety and biosecurity.  

MASC-CBRN is an ambitious program designed to enhance understanding of CBRN knowledge and ma-

terials’ misuse and improve the capacity of relevant stakeholders.   

Further information about the initiative is available at the designated webpage: https://masc-cbrn.eu/.   

https://masc-cbrn.eu/
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Figure  2: MASC-CBRN  Facebook page 

Figure 1: MASC-CBRN  website  
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2nd Project Meeting  

The MASC-CBRN Second project progress meeting was held on 7 October 2020 via the Microsoft 

Teams virtual platform. All five project partners got together virtually. The purpose of the meeting was 

two-fold: first, the meeting provided an opportunity to review the implementation of project activities 

in the period February 2020 – September 2020; second, the meeting was used to plan and discuss the 

implementation of upcoming project activities, particularly those that need to be completed before 

the next progress meeting which is scheduled to take place in April 2021.  

1st Project Meeting- Kick Off meeting  

The Kick-Off meeting of the MASC-CBRN project 

was held in Madrid, Spain on 5 March 2020 at 

the Elba Madrid Alcala Hotel. Five project part-

ners were represented by twelve research-

ers. The purpose of the kick-off meeting was to 

discuss the general framework of the project as 

set out in the Grant Agreement, develop guide-

lines for the working process, and clarify the sub-

stantive objectives of the project over the next 2 

years. At the meeting, the work plan for the 

MASC-CBRN Project has been reviewed and vali-

dated in detail, including all WP activities and 

outcomes and the calendar for the next meetings  

and milestones has been agreed upon.  

The Covid19 pandemic forces the temporary cancellation of all face-to-face activities. 

Thus, the 2nd Project meeting and the WP2 Validation Workshop scheduled for October in Athens, 

Greece were held in virtual mode.  

1st Validation Workshop- Greece  

workshops are an important and necessary part of the MASC-CBRN process as they provide an oppor-

tunity for discussing, prioritising and suggesting actions and capturing key findings. The Validation 

Workshop – Greece was implemented virtually via Microsoft Teams on  8 October 2020. The objective 

of the workshop was to bring together the various MASC-CBRN stakeholders to review the develop-

ment of D2.7 Integrated directory on the CBRN risk spectrum. The workshop provided an opportunity 

to overview the outcomes of WP2 activities.    

Project Meetings 

Project Meetings 

Figure 3 MASC-CBRN  consortium 
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Integrated Directory on the CBRN Risk Spectrum  

This section of the Briefing paper reports on the development of the Integrated Directory on the  CBRN 

Risk Spectrum, a public report that presents the results of the activities carried out as part of WP2, 

CBRN Risk Mapping within the framework of MASC-CBRN.  

The integrated Directory seeks to enhance understanding of the range (spectrum) of risks related to 

the deliberate misuse of Chemical, Biological, Radiological and Nuclear (CBRN) materials and 

knowledge in the EU context.  The report is not intended as a representative empirical study but rather 

aims to offer insights into the complexity of CBRN risks by highlighting key factors and trajectories that 

impact on the EU security policy.   

Literature review – selected documented Cases on the Hostile Misuse of CBRN Knowledge and Materi-

als that are relevant to the EU security context have been identified.  

Comparative analysis– the results of the literature review, the mapping exercise and the national sur-

veys were combined for the development of a directory on the spectrum of risks related to the delib-

erate misuse of CBRN knowledge and materials in the EU context.  

Mapping of the science and technology landscape with relevance to CBRN – key themes that impact 

on  the trajectory of CBRN risks have been identified. 

National surveys – four country reports covering the countries represented in the project have been 

developed. The purpose of each national survey was to analyse CBRN risks in the specific national con-

text. 

Evaluation and validation– the draft of the directory (Deliverable D.2.7) was presented and discussed 

at a validation workshop with the goal of collecting feedback and ensuring quality and accuracy.  

The activities that have been carried out during WP2 outline the work that underpins the development 

of Directory. 

Directory development   

https://masc-cbrn.eu/publications/integrated-directory/
https://masc-cbrn.eu/publications/integrated-directory/
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CBRN Risk Spectrum   
CBRN Risk Spectrum is the product of an extensive 

literature review as well as publicly available and 

non-confidential input received from the country 

reports from all members of the consortium 

and outlines information relevant to the main 

types of risks related to the hostile misuse of CBRN 

knowledge and materials. Nevertheless, this analy-

sis should be considered in conjunction with the all

-hazard approach to CBRN risks, whereby risks 

arising from natural causes (e.g. incidents as a re-

sult of disasters) or accidents are also ad-

dressed. The underlying assumption is that 

strengthening protection against deliberate CBRN 

risks will have direct implications for the preven-

tion and response to naturally occurring and acci-

dental CBRN risks.   

The Risk Spectrum is divided into two sub-sections 

covering Types of CBRN Risk and CBRN Risk Tra-

jectories.  

 

Types of CBRN Risks subsection examines the way 

in which CBRN risks are framed and analysed with-

in the EU policy context. Examples of documented 

case related to the hostile misuse of CBRN 

knowledge and materials in the EU are provid-

ed.  The subsection further analyses CBRN risk per-

ceptions, sources and factors.   

 

The CBRN Risk Trajectories subsection examines 

the diverse trends and drivers that impact on 

CBRN risks, including the progress of science and 

technology. The subsection highlights the im-

portance of a comprehensive ‘cradle-to-grave’ ap-

proach to the prevention of the deliberate misuse 

of CBRN materials and knowledge covering all po-

tential stages of a CBRN deliberate incident: Incep-

tion, Access to materials and Information, Illicit 

trafficking of Materials, Plotting and Conducting an 

attack, Risk preparedness and response. 

 

In her State of the Union Address, President of the European Commission Ursula von der 

Leyen19 announced that “we need to build a stronger European Health Union”. Among the measures 

that she proposed, one was the creation of a European agency for biomedical advanced research and 

development (an EU BARDA). This new agency would support the EU’s capacity and readiness to re-

spond to cross-border threats and emergencies, incl. CBRN – whether of natural or deliberate origin.   

 

On 19 October a CBRN ADVISORY GROUP MEETING20 took place. On the agenda of the Meeting were 

the following issues: the European biosecurity framework, the biosecurity situation in the EU, and 

a biosecurity toolbox that has been developed containing 60 existing resources in different formats. In 

looking to the future, the creation of a European biosecurity platform was recommended. Interpol’s 

assessment is that while the immediate threat of bioterrorism has not increased, it might over the 

longer term. The next meeting of the CBRN Advisory Group is scheduled for the early spring of 2021.  

Directory Overview 
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Types of CBRN Risks  

European context   
This part examines how CBRN risks are framed 

within the EU context. As indicated the MASC-

CBRN GA, in analyzing the enabling factors of the 

hostile misuse of CBRN knowledge and materials, 

WP 2 focuses on three primary thematic areas, 

namely:   

 

Rapid and horizontal diffusion of CBRN-related 

knowledge and materials   

The EU P2P (Partner to Partner) Programme for 

dual-use goods contributes to Chemical, Biological, 

Radiological and Nuclear (CBRN) risk mitigation 

and, as such, it is associated with the EU's Chemi-

cal Biological Radiological and Nuclear Risk Mitiga-

tion Centres  of Excellence (EU CBRN CoE)1, managed 

by the Directorate-General for International Coop-

eration and Development (DG DEVCO). DG DEVCO 

carries out other mitigating actions which include 

the reinforcement of export control systems in 

dual-use items and the reorientation of scientists 

having dual-use technology knowledge2.   

 

Scientific and technological advancement in fields 

related to CBRN   

The illegal use of advanced technologies is a con-

siderable challenge for the EU and its Member 

States.3 The 2020 Europol report states that the 

handling and containment of biological agents has 

been a challenge for terrorists.4 Nevertheless, 

technological advances along with knowledge 

shared online have reduced these barriers. The EC 

Action Plan highlights that it should be noted that 

whilst the term CBRN is used, the likelihood of a 

nuclear-weapon attack by any non-State actor is 

considered lower than that of chemical, biological 

or radiological attacks5. According to Interpol, “the 

threat from bioterrorism is real, with current re-

ports indicating that individuals, terrorist groups 

and criminals have both the capability and inten-

tion to use biological agents to cause harm to soci-

ety.”6   With the increased use of the Darknet to 

acquire, transfer or smuggle biological material or 

weapons becoming a major concern, Interpol’s 

Bioterrorism Prevention Unit recently introduced 

Project Pandora7 and a relevant manual for law 

enforcement use only.8  

 

Emerging nexus between crime and terrorism  

Europol states that in the EU, there is little evi-

dence to suggest that a nexus between organised 

crime and terrorism exists on a systematic and 

formalised basis.9 However, there are indications 

of a transaction-based convergence of low-level 

criminals and extremists, who frequently over-

lap socially in marginalised areas10.  

 

Pandemic impact on terrorism  

UNITAR, Division of Peace, states that the global 

COVID-19 pandemic has brought a significant 

threat to the safety, health and wellbeing of socie-

ties and communities around the world. 11 Violent 

extremists across the ideological spectrum view 

the global pandemic as an opportunity for expan-

sion.  

Relevant positive and negative trends and their 

impact are thoroughly analysed in the same re-

port.  Counter-Terrorism Committee Executive 

Directorate (CTED)12 presents the short-term im-

pact of COVID-19 on terrorists and terrorist 

groups, how UN Member States’ COVID-19 re-

sponses have affected or intersected with counter-

terrorism and counter-violent extremism and the 

potential long-term impacts of COVID-19 on ter-

rorism, counter-terrorism and counter violent ex-

tremism. The same paper aims to provide a global 

picture of the potential and actual impacts, while 

recognizing that – as with the impact of COVID-19 
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itself – those impacts are unlikely to be experi-

enced consistently by all Member States or across 

all regions.  

The Committee on Counter-Terrorism (CDCT), the 

key coordinating body for the Council of Europe 

activities to combat terrorism has developed the 

Council of Europe Counter-Terrorism Strategy for 

2018-2022 focusing on prevention, prosecution 

and protection. The strategy is based on the Coun-

cil of Europe legal framework and standards and 

sets out a series of actions and tools to assist 

Member States.13  

The Council of Europe notes that the Covid-19 

pandemic has demonstrated the vulnerability of 

modern societies to viral infections and their po-

tential for disruption.14 The CDCT currently has no 

concrete evidence of a heightened risk of bioter-

rorist attack due to the pandemic but it continues 

to support Member States in strengthening pre-

paredness for emerging threats.15  

Mike Catchpole, chief scientist at the European 

Centre for Disease Prevention and Control (ECDC) 

states in EURACTIV that ECDC recognises that 

there is a growing concern in many sectors about a 

possible increase in threats of this kind. 16  He 

states that such dangers require a coher-

ent community response but stresses that deliber-

ate release events are unlikely to be of the same 

scale in terms of geographical impact as we are 

seeing with the current pandemic of a new respir-

atory virus. He further notes that the experience 

with COVID-19 has highlighted the importance of 

preparedness plans, particularly thinking about 

scenarios that might develop and what kinds of 

capacities may be needed. It is necessary to con-

tinue to strengthen the operational and strategic 

collaboration between the health sector, public 

health, clinical sector and other sectors, particular-

ly in security and law enforcement. 17  

The Council of Europe has noted that the multi-

plicity and variety of the responders require an 

interconnection of communication systems, which 

are essential tools for crisis management. 18 Based 

on the above, Covid-19 has demonstrated States’ 

vulnerability to biological threats, including the 

risk of bioterrorism. Measures to prepare 

against deliberate attacks and respond to such 

threats are necessary and important and are, 

therefore, highlighted.   

 

EU response to terrorism  

According to EUROPOL, no terrorist incidents with 

CBRN materials were reported in 2019 in the EU 

but there are credible indications suggesting that 

terrorist groups might have the intention of ac-

quiring CBRN materials or weapons and are devel-

oping the knowledge and capacity to use 

them.21 The EU response to the risk of CBRN ter-

rorism falls within the remit of the 

2005 EU Counter-Terrorism Strategy. The Strategy 

comprises four strands of work that aim to ensure 

a balanced approach to countering terrorism while 

respecting human rights: Prevent, Protect, Pursue 

and Respond.22 The 2014 European Commission 

communication document 23, the 2017 EU Di-

rective on combating terrorism24 the 2017 EU 

CBRN Action Plan25 and the EU Security Union 

Strategy 2020-202526 highlight the importance of 

developing EU civil protection response capacities 

and the key role of cooperation with third coun-

tries in enhancing a common culture of CBRN safe-

ty and security.   
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Risk Perceptions  
Literature Review is linked with the perceptions of 

CBRN Risks.   

Given the size and impact of the global chemical 

industry the risk of industrial chemical accidents is 

prioritised alongside with the potential for deliber-

ate attacks, whereby chemical safety and security 

considerations are addressed together.   

The risk of the deliberate misuse of biological 

knowledge and materials in Europe exists. They are 

regarded as significant concerns in the areas 

of public health, agriculture, stock breed-

ing, and food production.   

Radioactive material can be dispersed in the envi-

ronment or used directly to irradiate people re-

sulting in individuals being exposed to radia-

tion and they are considered significant.  

Nuclear weapons are subject to international con-

trol and regulation.27 There is the risk that terror-

ists may obtain fissile material or sabotage nuclear 

facilities with leaks or explosions resulting in a wid-

er contaminated area with longer lasting effects 

not only on people, but also on the environment.28 

 

Risk Sources  
Chemical hazards originate from elements or com-

pounds of chemical nature. Exposure to such sub-

stances either by inhalation, ingestion or contact 

with the skin can result in health consequences 

that vary from illness and injury to death.  

Biological threats include naturally occurring dis-

ease outbreaks, the accidental release of biological 

agents or toxins, and deliberately caused disease 

outbreaks.29 The increased accessibility 

of equipment and knowledge as well as the emer-

gence of novel techniques, editing lower the tech-

nical barriers to modifying existing biological 

agents and toxins and synthesising pathogens de 

novo.   

Radiological and Nuclear threats are ad-

dressed together. Most radioactive sources are 

elements or compounds that are naturally radioac-

tive and occur in nature (or in human activities) 

through radioactive decay or otherwise spontane-

ous processes. Nuclear and radiological materials 

are used in nuclear power plants.   

 

Risk Factors  
Factors are categorized per risk category and are 

subcategorized to : 

 Key factors that impact on the probability of a 

chemical event, 

 Key factors that impact on the probability of a 

biological event,  

 Key factors that impact on the probability of a 

radiological/nuclear event.   

 

Furthermore, the risk factors are categorized 

to Incentive and Potential factors as the factors 

that impact on the probability of an 

event are diverse.  

Socioeconomic factors (Incentive) and Directly re-

lated factors (Potential) are analysed including: 

 Availability of necessary components 

 Probability of acquisition 

 Probability of production  

 Potential Impact  
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CBRN Risk Trajectories  
Scientific and technological landscape  
The CBRN risk spectrum is conditioned 

by the rapidly evolving scientific and technological 

landscape.  To capitalise on the expected benefits 

in these domains, it is important that the potential 

security, ethical, social, and legal concerns arising 

from advances in science and technology in rele-

vant fields are effectively managed.  

 

Science and technology (S&T) play a pivotal role in 

modern-day society. In the context of chemical, 

biological, radiological, and nuclear (CBRN) risks 

and threats, S&T underpins both the assessment 

of potential hazards and the development of effec-

tive response mechanisms for dealing with their 

manifestations. This is particularly important given 

the rapid multifaceted advancement of S&T in the 

recent years which can generate novel risks and 

redefine already existing vulnerabilities.  

 

Two types of dynamics that have an impact on the 

growth and diffusion of CBRN-related capabilities 

are identified: intrinsic and extrinsic.   

 

Intrinsic dynamics comprise the trends and drivers 

that are characteristic of S&T research and devel-

opment (R&D) processes in the twenty-first centu-

ry. These include: 

 Convergence 

 De-skilling and mechanisation/automation of 

R&D processes 

 Wide availability of S&T information  

 Globalisation of R&D processes.  

 

Extrinsic dynamics comprise the trends and driv-

ers that shape S&T in the twenty-first century. 

These are conditioned by: 

 The role of S&T in socio- economic develop-

ment 

 The role of S&T in civil protection and emer-

gency preparedness   

 The role of S&T in security and defence.  

 

 Risk Trajectory  
The risk trajectory highlights the importance of a 

comprehensive ‘cradle-to-grave’ approach to the 

prevention of the deliberate misuse of CBRN ma-

terials and knowledge covering all stages of a po-

tential CBRN deliberate incident: Inception, Access 

to materials and Information, Illicit trafficking of 

Materials, Plotting and Conducting an attack, 

Threat risk preparedness and response. Key points 

related to the technical, behavioural, and proce-

dural aspects with regard to a) preventing the illic-

it acquisition of CBRN materials and infor-

mation, b) preventing the illicit trafficking of CBRN 

materials, c) the development of effective mecha-

nisms for uncovering CBRN plots, and d) CBRN pre-

paredness and response are listed.  
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The consortium acknowledges that the CBRN risk 

spectrum is wide, covering different risk percep-

tions, sources, factors and trajectories that are 

relevant to the EU context. 

CBRN risk trajectories are in constant change and 

evolve as a result of local, nation-

al, and international events and dynamics, includ-

ing relevant scientific and technological advances.  

 

 Chemical risks are considered high priori-

ty, due to the large amount of hazardous and 

toxic chemical substances that are available, 

the large industrial sector in which toxic chem-

icals find a wide application, and the potential 

for industrial and transport incidents. It has 

been recognised at EU level that the misuse of 

chemical substances poses a particular 

threat.30 

 The potential misuse of biological agents and 

toxins is an important risk and when examin-

ing biological risks attention should be given 

to the difficulty in distinguishing between nat-

urally occurring and deliberately caused out-

breaks.  

 The misuse of radioactive substances within 

medical infrastructures and of radiological 

waste is considered, particularly as regards 

the potential health and psychological im-

pact that such attacks could have on commu-

nities, as well as the environmental contami-

nation likely to result.    

 Nuclear risks related to the misuse of technol-

ogy are considered low probability. Neverthe-

less, the need for continued strengthening of 

the implementation of nuclear safety and se-

curity is acknowledged.  

Key Findings 

The prioritization of risk assessment performed 

with appropriate tools is necessary 

for strengthening the regional, national, and in-

ternational preparedness and in delegating ap-

propriate roles when facing CBRN risks of any 

type. Effective response to the CBRN risk spec-

trum requires proactive thinking, synergies, and 

strategies, as well as resources and training are 

important. Multi-level contingency planning at all 

stages of the CBRN risk prevention and manage-

ment cycle and inter-agency coordination are 

of particular value in this regard. By increasing ac-

countability and awareness among relevant 

stakeholders and fostering partner-

ships, the CBRN risk spectrum can be addressed in 

a way that takes into account different countries’ 

local circumstances. Constructive dialogue and 

synergies within and outside the EU are needed 

to enhance the prevention of security risks, includ-

ing deliberate CBRN incidents.  

 

Based on the CBRN risk management cycle ad-

dresses that covers the Prevention and mitiga-

tion, Preparedness, Response, Recovery phases, k

ey points are raised of relevance to CBRN risk 

management and resilience as regards infrastruc-

ture, governance, preparedness, and coopera-

tion. 
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